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Plan for the Comprehensive Exam for 1442-H Academic Year
The Exam Preparation:
The exam will be held on weeks 9, 10 and 12.
The location as well as the invigilators of each exam will be arranged in Week 6.

The Written Core Exam:

It will be held on Monday of Week 9.

It will be a 4-hour exam from 8:00 AM to 12:00 PM.

The exam will cover two of the following three topics: advanced computer architecture

(required topic), computer networks and digital signal processing. The second topic is

selected from the latter two based on the student’s track.

Each topic should have 4 questions, from which the student should answer three
questions.

To pass the written core exam, the student should get at least an average of 60% in
each topic.

The Written Concentration Exam:

It will be held on Monday of Week 10.

It will be a 2-hour exam from 8:00 AM to 10:00 AM.

The concentration exam for the signals track will cover one topic of the following four:
Digital Image Processing, Digital Speech Processing, Pattern Recognition, and

Autonomous Mobile Robots.

The concentration exam for the architecture track will cover one topic of the following
four: Advanced Parallel Processing, Fault Tolerant Systems, Parallel Computing, and

Advanced Embedded Systems.

The concentration exam for the networks track will cover one topic of the following
four: Performance Analysis of Computer Networks, Wireless and Mobile Networks,

Network Security, and Internet Protocols.

The exam should have 4 questions, from which the student should answer three
questions.

To pass the written concentration exam, the student should get at least an average of
70%.

The Oral Exam:

It will be held on Monday of Week 12.

The student will give a presentation on a topic of his/her choice for about 30 minutes.
The topic must be related to a field in computer engineering, namely computer
architecture, computer networking, or signal processing. It should present details of
the topic including theoretical aspects, methodological aspects, hardware design,
algorithm design, and so on. The topic may or may not be used in the student’s future
research, but it helps if it is.

The presentation will be followed by multiple rounds of questions. These questions will

be not only on the chosen topic of the presentation but also on any other related topics.
S92 hhodl dxaloes Sle glaally camwlodl pole G - Casoloedl duodkid (§ Al 01535
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CEN Topics of the Comprehensive Exam

The comprehensive exam in the Computer Engineering Department consists of two

parts: core and concentration.

e The core part covers fundamental topics in each of the three tracks of the
computer engineering department: architecture, networks, and signals. The
student will be examined in two topics from these tracks as specified in the
following:

7

«* Advanced Computer Architecture (required for all students);

«» Computer Networks or Digital Signal Processing (based on the student’s track).

e The concentration part of the exam covers one of the above three tracks. The PhD
student has the freedom to choose one topic out of four from within his/her track.

The list of topics in the concentration part of each track are presented as follows:

Signals Track Networks Track Architecture Track
Digital Image Processing Performance Analysis of Advanced Parallel
Computer Networks Processing
Digital Speech Processing Wireless and Mobile Networks Fault Tolerant Systems
Pattern Recognition Network Security Parallel Computing
Autonomous Mobile Robots Internet Protocols Advanced Embedded
Systems

e Based on the above, it is required that at least 2 of the 3 written parts of the
comprehensive exam cover topics from the student's track.
e The detailed descriptions of all comprehensive exam topics are provided in the

table below.
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Track/PhD Topic Description
Comprehensive Exam
Component
Advanced Fundamentals of Quantitative Design and
Architecture/Breadth Computer Analysis in Computer Architecture.
Component Architecture Pipelining: Basic and Intermediate Concepts,

Instruction-Level Parallelism and Its Exploitation
(Speculation, Limits to ILP).

Memory Hierarchy Design, including Cache
Design and Memory Technology.

Data-Level Parallelism (Vector, SIMD, GPU).

Architecture/Depth
Component

Advanced Parallel
Processing

The Principles and Trade-offs in the Design of
Parallel Architectures.

Naming, Latency, Bandwidth, and
Synchronization in Parallel Machines.

Parallel Programming Models.
Implementation Issues in Multiprocessor
Systems and Multi-Computer Clusters (Shared
Memory, Message Passing).

Fault-Tolerant
Systems

Physical Fault Errors and Failures; Fault Analysis
and Diagnosis in Digital Circuits; Fault Modelling;
Testing Techniques; Test Generation and Fault
Simulation; Design for Testability; Built-in-self-
Test; Reliability Concepts; Fault prevention (fault
intolerance); Fault Tolerance; Replication,
Redundancy, and Diversity.

Parallel Computing

Introduction to Parallel Computers.
Message-Passing Computing (MPI).
Embarrassingly Parallel Computations.
Partitioning and Divide-and-Conquer Strategies.
Pipelined and Synchronous Computations.
Programming with Shared Memory (OpenMp)
and Distributed Shared Memory Systems.

Advanced
Embedded
Systems

Cyber-Physical Systems, Design Process,
Embedded Processors, Sensors and Actuators,
Input and Output, Multitasking, Scheduling,
Discrete Dynamics, Composition of State
Machines, Concurrent Models of Computation,
Quantitative Analysis.
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Track/PhD Topic Description
Comprehensive Exam
Component
Digital Signal Sampling Theorem and Filtering, Linear Time
Signals/Breadth Processing Invariant Systems, Discrete Time Signals, Discrete
Component Fourier Transforms (DFT), Fast Fourier

Transforms (FFT), Z-transforms,

Design of Finite Impulse Response (FIR) Filters
and Infinite Impulse Response (lIR) Filters,
Adaptive Filters, Application on Audio and Image

Processing.
Digital Image Fundamentals of Digital Image Processing, Basics
Signals/Depth Processing of Image Enhancement in Spatial and Frequency
Component Domain, Image Restoration, Colour Image

Processing, Image Compression.

Digital Speech Speech and Language Fundamentals; Speech
Processing Perception and Production; Processing Speech
Signal: Windowing, Pre-Emphasis, and Framing;
Linear Predictive Coding; Mel-frequency cepstral

coefficients (MFCCs); Hidden Markov model;
Applications of Digital Speech Processing such as
Speech Recognition and Synthesis.

Pattern Recognition | Decision Theory, Parameter Estimation, Density
Estimation, Non-Parametric Techniques,
Supervised Learning, Linear Discriminant
Functions, Clustering, Unsupervised Learning,
Feature Extraction, Support Vector Machines,
Neural Networks, Pattern Recognition

Applications.
Autonomous Mobile Robot Kinematics and Dynamics,
Mobile Robots Actuators and Sensors, Mobile Robot

Localization (Odometry and Kalman Filter), Path
Planning, Intelligent Motion Control, Robotic
Vision and Navigation.

Sgaus eloll dralzes Silaglaally Casslonll ok 45 - Canoloell duokitd (§ Aiakil] o1y 5355



el dwdod ‘3 dandal bbj.’is.) )17 L”sal.&'g}’l JJl

Track/PhD
Comprehensive Exam
Component

Topic

Description

Networks/Breadth
Component

Computer Networks

OS! and TCP/IP Models;

Physical Layer: Transmission Media,
Electromagnetic Spectrum, Signal Encoding,
Modulation;

Data link layer: Framing, Error Control;
Medium Access Control, MAC Protocols,
Ethernet, Switching, VLANs, Wi-Fi;
Network Layer: Routing Algorithms, Circuit
and Packet Switching, IP Protocol;
Transport Layer: UDP, TCP, Sockets, Flow
Control, Congestion Control;

Application Layer: Domain Name System,
Email, Web, HTTP.

Networks/Depth
Component

Performance
Analysis of
Computer Networks

General Concepts of Performance Evaluation
of Computer Networks;

Markov Chains;

Basic Queuing systems;

Separable Queuing Networks;

Priority Queuing Systems and Queuing
Networks;

Applications to Computer Networks and
LANs.

Wireless and
Mobile Networks

Characteristics of wireless communication &
channels: electromagnetic spectrum, signal
propagation, multipath, noise, interference,
fading, and channel modelling.

Path loss and shadowing: free-Space and ray
racing models.

Multiplexing & spread spectrum techniques:
FDM, TDM, FHSS, DSSS, CDMA, OFDM.
Modulation and coding schemes for wireless
systems such as: QPSK, DQPSK, and n-QAM.
Wireless MAC (CSMA/CA, RTS/CTS, DCF, PCF).
Ad-hoc networks design and its routing
protocols: ODV and OLSR;

Cellular concepts: frequency reusing,
dynamic resource allocation, broadcast,
power-control, handover, cellular
architecture, microcellular, picocell,
femtocell.
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Network Security

Symmetric and asymmetric cryptography:
Block cipher, Stream cipher, and public key
encryption;

Authentication Protocols: Message
Authentication, Digital Signature, Key
management, and User Authentication;
Network-Layer Security: IPsec, IKE, and P2P
network security;

Transport-Layer Security: TLS, HTTPS, and
SSH;

Wireless Security: WEP, WPA, and RSN;
Email Security: S/MIME and PGP;

Internet Security Systems: firewall, intrusion
detection systems, and malware.

Internet Protocols

IP addressing, label switching, and MPLS.
QoS, traffic shaping, traffic policing, and
packet scheduling;

Integrated and differentiated services;
Internetworking: interior and exterior routing
protocols, tunneling, and packet
fragmentation;

Internet Multicasting and mobile IP;
Content delivery and web proxies;
Peer-to-peer networks, BitTorrent, and
distributed hash tables.

Multimedia protocols and Standards MPEG,
JPEG.

Video Streaming and Voice over IP.
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